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Today’s modern home appliances are estimated to be 50-70% more energy efficient 
than comparable products manufactured just 15 years ago. However, despite these gains 
in individual appliance efficiency, overall home appliance energy usage continues to 
grow as the average number of appliances in a home increases. As a result, appliance 
manufacturers are under continued pressure to find innovative methods of improving 
the energy efficiency of their products.

Smart-enabled appliances (also known as smart appliances) incorporate advanced 
electronic and communications technologies, enabling power utilities and consumers 
to more closely monitor and control their energy use. Smart appliances can be 
programmed to operate less frequently, thereby reducing energy consumption, or 
to shift operation to off-peak periods when energy demands and costs are lower. 
Indeed, because of these and other potential advantages, the global market for smart 
appliances is expected to increase to more than $15 billion (USD) by 2015, a nearly 
fivefold increase from 2011 sales.

At the same time, the application of advanced technologies needed to convert 
conventional home appliances into smart appliances introduces potential product 
safety concerns that are not addressed in current end-product standards. While 
standards development efforts are underway to address this gap, UL has adopted 
supplementary certification requirements that address the product safety issues 
specific to certain types of smart appliances. These Certification Requirement Decisions 
(CRDs) are now being used in conjunction with applicable end-product standards in the 
certification of smart appliances. 

This UL white paper addresses the unique safety considerations of smart home 
appliances, and the compliance structure currently in place to address these concerns. 
Beginning with background information on smart appliances, the white paper discusses 
the safety considerations associated with the use of smart-enabling technologies in 
conventional appliances. The paper then reviews the current standards approach to 
smart appliances, including summary information on UL’s supplemental CRDs for smart 
appliances. The white paper concludes with a brief look at several non-safety concerns 
related to the deployment of smart appliances, and recommendations for smart 
appliance manufacturers seeking product certification. 
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The Role of Smart Appliances in 
Managing Energy Consumption

According to the most recently available 
data from the U.S. Energy Information 
Administration, total annual demand for 
electricity in the U.S. is expected to grow 
to 4,775 billion kilowatt hours by 2035, a 
23% increase over demand levels in 20101.  
Meeting this increased demand will 
require the construction of new electrical 
generating facilities, many of which will 
be powered by natural gas and renewable 
energy sources such as wind, solar and 
hydropower. But the construction of new 
electricity generation plants to meet peak 
demand requirements is an expensive 
proposition, and it can take years before 
additional capacity is available.

One way to reduce the need for additional 
electricity generation capacity to meet 
peak demand requirements is through 
the implementation of technologies 
that selectively shift electricity demand 
from peak to off-peak usage periods. By 
time-shifting electricity demand, these 
so-called smart technologies contribute 
to the lowering of average peak demand 
levels, reducing the need for additional 
peak generating capacity. Smart 
technologies can also give consumers 
greater control over their energy costs 
by allowing them to take advantage of 
off-peak electricity rates where available 
for non-essential tasks.

Household appliances incorporating 
smart technologies are an essential 
element of the overall effort to reduce 
peak demand levels for electricity. A 
smart appliance typically incorporates 

computing and communications 
technologies expressly designed to allow 
a power utility or a consumer to monitor 
and modify the amount of electricity 
consumed by the appliance, or to shift 
appliance usage to off-peak periods. 
Electricity consumption parameters 
can be set or changed either through 
user controls built in to the appliance, 
or through wired or wireless remote 
communications interfaces.

Several leading appliance manufacturers 
have already introduced smart appliance 
models, including clothes washers, 
refrigerators and dishwashers2. As smart 
appliances become more widely available, 
consumer demand is expected to rapidly 
increase. According to Zpryme Research & 
Consulting, the U.S. market for household 
smart appliances is projected to grow 
from $1.43 billion in 2011 to $5.46 billion 
by 2015, accounting for 36% of the global 
smart appliance market3. And initial 
premium prices for these high technology 
products will likely decrease as consumer 
interest drives demand4. 

Initial efforts to develop household 
smart appliances have focused on major 
appliance categories, such as clothes 
washers and dryers, food refrigerators 
and freezers, and dishwashers. These 
products account for a large portion  
of discretionary electricity use in the 
home, and the integration of smart 
technologies offers the greatest potential 
for reduced energy usage during peak 
periods. However, it is expected that 
smart technologies will eventually find 
their way into other household and  
countertop appliances. 

Key Features of Smart 
Appliances

At the most basic level, a smart  
appliance includes communications 
technology that enables it to receive 
and respond to information related to 
its usage of electricity. Communication 
with a smart appliance can occur directly 
through user controls integrated into 
the appliance itself. Communication 
can also be achieved through wired or 
wireless interfaces, allowing activation 
by a consumer with a remote control 
device or smart phone, for example, or 
by an electric utility operator through a 
connection with a smart meter. 

To illustrate this concept, consider a  
smart clothes washing machine.  
A consumer loads the machine and  
presses the start button. The machine 
then communicates to a smart grid 
meter that it is requesting power. Once 
a meter has determined the amount of 
power available, the machine and meter 
communicate to determine if the  
machine should initiate operation under 
normal conditions, operate under  
reduced power, or delay operation until 
more favorable power conditions exist. 

Depending on their technical 
sophistication, smart appliances may  
also incorporate other features that  
lead to reduced electricity consumption  
or facilitate consumption during  
off-peak periods. The Association  
of Home Appliance Manufacturers 
(AHAM) has identified the following  
six key capabilities that are likely to  
be associated with smart appliances:
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• Smart appliances provide dynamic 
electricity pricing information, 
allowing a consumer to adjust 
appliance usage to reduce  
energy costs

• Smart appliances enable a 
consumer to establish their own 
operating parameters, while 
providing reminders to move 
appliance usage to off-peak periods

• Smart appliances offer a consumer 
the freedom to override some or all 
instructions from utilities, without 
compromising an appliance’s 
essential safety functions

• Smart appliances can respond 
to emergency power situations, 
helping to prevent brownouts 
or blackouts while maintaining 
operational integrity

• Smart appliances can function 
in concert with a home energy 
management system, enabling a 
consumer to monitor and manage 
a home’s overall energy usage

• Smart appliances can facilitate 
the use of energy from renewable 
sources, such as wind or solar, by 
shifting demand to account for 
favorable generation conditions5.  

New smart appliance capabilities are 
likely to emerge as smart technologies 
further advance. For example, dedicated 
application programs (apps) have 
transformed how modern cellphones  
and computing tablets are used, and apps 
designed to work on smart appliance 
platforms are already in development6.  
In fact, some smart appliance apps 

already allow consumers to control 
home appliance functions and energy 
consumption levels from smart phones 
and tablet computers, located down the 
street or halfway around the world. 

Product Safety Concerns 
Specific to Smart Appliances

Improperly designed or misused 
conventional household appliances 
present a range of potential safety 
hazards. Just like other energized 
products, appliances can pose a risk 
of fire or electric shock. In addition, 
other categories of appliances present 
device-specific personal injury hazards, 
such as the potential risk of entrapment 
posed by a clothes dryer or refrigerator. 

The requirements identified in current 
electrical end-product safety standards 
for household appliances are intended 
to address the anticipated risks 
associated with the product’s design 
or use. However, these standards may 
not address the specific additional risks 
associated with smart-enabled versions of 
these appliances. Specific safety concerns 
related to smart appliances include: 

•  Electronic circuits:  Smart 
appliances incorporate interfaces 
and circuitry designed to enable 
communications functions  
required for effective power 
management. Such electronic 
communications circuits, as well  
as the circuits that power them, 
must be isolated to protect the  
user from electric shock.

•  Functional safety:  Smart 
appliances are designed to 
accept incoming signals that 

control their operation. However, 
indiscriminate or unintended 
signals could compromise an 
appliance’s protective functions, 
or cause an appliance to operate in 
a manner that may be hazardous 
to consumers. Depending on the 
appliance, it may be necessary 
to restrict the remote activation 
of some operations or the 
modification of certain  
operating parameters.

    For example, an electric water 
heater would not accept remote 
commands to override the 
maximum water temperature 
setting set by a consumer, to 
minimize the risk of scalding. Or, an 
electric oven with a self-cleaning 
function that can be activated 
remotely would require the user 
to physically lock the oven door 
prior to remotely initiating the 
self-cleaning function. 

•  Enabled functions:  In theory, 
a smart appliance can receive 
incoming signals that could add 
new operating functionality or 
modify existing functionality 
in a manner that has not been 
thoroughly evaluated. Controls 
may be required to prevent the 
addition of new unintended 
functions, or the modification of 
existing functions that have not 
been investigated for compliance 
with the standard. 

•  EMC immunity and emissions:  
Communication circuitry 
within or on a smart appliance 
may generate unintentional 
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electromagnetic interference 
(EMI) that can compromise the 
protective functionality of an 
appliance. Therefore, the immunity 
of onboard electronic devices and 
circuits should be assessed, and 
shielding provided for radiators 
as necessary to protect from 
unwanted interference

Addressing the  
Product Safety Gap

To offer guidance for investigating smart 
appliances beyond that provided in 
existing end-product safety standards, 
UL has published a series of Certification 
Requirement Decisions (CRDs) that 
document the smart-specific safety 
requirements applicable to several 
categories of smart appliances. These 
CRDs specifically address potential 
safety issues directly related to the 
communications interfaces and control 
circuits required to support smart 
functions.

CRDs for the following major appliance 
standards are currently available: 

• UL 174, the Standard for Safety of 
Household Electric Storage Tank 
Water Heaters 

• UL 250, the Standard for Safety 
of Household Refrigerators and 
Freezers 

• UL 484, the Standard for Safety of 
Room Air Conditioners 

• UL 749, the Standard for Safety of 
Household Dishwashers

• UL 858, the Standard for Safety of 
Household Ranges/Cooktops

• UL 916, the Standard for Safety of 
Energy Management Equipment 

• UL 923, the Standard for Safety of 
Microwave Ovens 

• UL 2157, the Standard for Safety of 
Electric Clothes Washers 

• UL 2158, the Standard for Safety of 
Electric Clothes Dryers 

As part of the American National 
Standards Institute (ANSI) standards 
approval process, these CRDs will be 
submitted to the appropriate standards 
technical panels for inclusion into the 
standards.  Investigations are ongoing to 
assess the need for similar supplemental 
smart requirements for other appliance 
categories, and for lighting products and 
HVAC equipment. UL has also issued UL 
2744, the Standard for Safety of Products 
in Smart Environments, that broadly 
addresses safety issues associated with all 
types of smart products and that can be 
used in cases where no product-specific 
smart requirements exist. 

When used in conjunction with applicable 
end-product standards, CRDs provide 
confidence that any smart-enabled 
appliance functionality does not conflict 
with the overall safety of the product.

Other Concerns  
Related to Smart Appliances

In addition to safety-related concerns, 
there are other considerations that 
manufacturers of smart appliances should 
account for in the design and evaluation 
of their product. For example, the remote 
communications capabilities essential 
to smart appliances also make them 



page 6

Product Safety Issues for Smart-Enabled Appliances in the U.S.

potentially vulnerable to intrusion from 
malicious cyber activity. Such intrusions 
can range from petty disruptions that 
are more of a nuisance than they are 
dangerous, to all-out cyber assaults 
that can compromise an appliance’s 
operation and safety. Just as information 
technology systems now incorporate 
hardware and software mechanisms  
to protect against intentional harm  
from the network, smart appliance 
manufacturers will need to account  
for similar risks from cyberspace. 

There is also the matter of consumer 
privacy. The effectiveness of smart 
appliances ultimately depends on access 
to consumer data. But, at a time when  
the boundaries between public and 
private information are eroding, many 
consumers are understandably cautious 
about what personal data they choose  
to share, and protective of how that  
data is used. To gain broad market 
acceptance, manufacturers of smart 
appliances will need to develop and 
implement data privacy solutions that 
provide consumers with some control 
over the information that they share 
without compromising a product’s 
essential information requirements. 

Future Compliance Issues for 
Smart Appliance Manufacturers

Additional efforts to develop standards 
addressing the unique concerns related 
to smart appliances are generally being 
linked to the overall standards review 
and development process required 
for the deployment of smart grids. 
In the U.S., the National Institute of 
Standards and Technology (NIST) has 
released the second version of its “NIST 

Framework and Roadmap for Smart 
Grid Interoperability”7 in an effort 
to leverage existing standards in the 
development of new standards related 
to smart grid deployment. Outside the 
U.S., the International Electrotechnical 
Commission (IEC) has taken a similar 
approach with its own “IEC Smart Grid 
Standardization Roadmap”8 that identifies 
current IEC standards subject to review. 
In both cases, however, specific activities 
related to standards for smart appliances 
are in the very early stages, with no firm 
date established for the availability of 
draft requirements.

Meanwhile, UL and other standards 
organizations are continuously reviewing 
current end-product safety standards, 
including standards for household 
appliances. Such reviews often lead to 
recommendations for changes to  
existing requirements to address the 
introduction of new technologies. It 
is likely that upcoming revisions to a 
number of existing standards will  
include requirements related to  
smart technologies.

New product standards are also on the 
horizon that will offer incentives for 
innovations such as smart-enabling 
technologies that support environmental 
sustainability goals. For example, UL 
Environment, the Canadian Standards 
Association (CSA) and the Association of 
Home Appliance Manufacturers (AHAM) 
have jointly issued a Sustainability 
Standard for Household Refrigeration 
Appliances, reportedly the first in a series 
of product sustainability standards 
for home appliances. Under the new 
standard, AHAM 7001/CSA SPE 7001-12/
UL 7001, manufacturers can receive 

innovation points toward certification for 
products designed to interface with the 
smart grid.  Future product sustainability 
standards are likely to incorporate similar 
incentives for smart-enabled appliances.

To further stimulate growth in the 
availability of smart-enabled appliances, 
AHAM has also petitioned the U.S. 
Environmental Protection Agency (EPA) 
and the U.S. Department of Energy (DOE) 
(which jointly operate the ENERGY STAR® 
program) to provide a five percent credit 
to the energy performance level required 
for smart-enabled appliances to meet 
ENERGY STAR eligibility criteria. AHAM’s 
credit request is based on research 
conducted on behalf of the U.S. DOE 
that determined that the benefits of 
smart-enabled appliances “are greater 
than an equivalent five percent increase 
in operational machine efficiencies.”9 
As of this writing, the EPA is continuing 
to evaluate methods for encouraging 
the continued deployment of smart 
appliances consistent with the goals of 
the ENERGY STAR program.

In such a dynamic compliance 
environment, manufacturers of smart 
appliances who wish to determine the 
standard or standards to be used to 
assess the safety of their products should 
consult with a qualified third-party 
testing organization. A competent 
third-party should be knowledgeable 
about the current status of applicable 
standards, and can offer guidance on the 
appropriate standard or standards to be 
used in assessing product safety.
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Conclusion
Household electrical appliances represent a significant portion of overall home energy 
use. Smart appliances provide consumers with the means to better manage their  
overall energy consumption by allowing them to reduce energy demand or shift 
demand to off-peak periods. Improved household energy management practices can 
lessen the demand for new energy generating capacity, and support efforts to  
conserve non-renewable sources of energy.   

The introduction of smart household appliances is rapidly gaining momentum as 
appliance manufacturers rush to bring new and advanced products to market. As such, 
consumer demand for smart appliances is expected to grow considerably within the 
next several years, with U.S. sales projected to increase four-fold by 2015. This trend  
will present significant opportunities for manufacturers who can deliver smart 
appliances that are competitively priced and offer features that address consumer 
concerns regarding privacy and security.  

The standards landscape for smart appliances is continuing to evolve as regulatory 
officials, standards development organizations and industry representatives work to 
develop communications specifications that are open and transparent. Meanwhile, UL 
has developed product safety specifications for smart appliances that can be used in 
combination with existing end-product safety standards to create a complete product 
safety framework. This approach to the assessment of smart appliances provides 
important consumer safeguards while supporting smart grid connectivity. 

For further information about the evaluation and certification of smart appliances, 
contact Barry Kalian, business development manager, at Barrett.T.Kalian@ul.com.
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