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The U.S. power grid infrastructure is a vital component of modern society and 
commerce, and represents a critical asset that must be secured against potential 
attacks of all kinds. Measures providing for the physical protection of power generation 
plants and major control centers are commonplace. These measures include advanced 
defense mechanisms that monitor facility perimeters for possible intrusion and identity 
management systems that prevent or limit employee and visitor access.

At the same time, the growing use of smart grid technologies to improve operating 
efficiencies and reduce consumption costs introduces new types of security concerns  
for the electric grid. Information technology and communications systems and devices 
now monitor and control energy production, distribution and use, but also allow digital 
and network access to otherwise physically secure facilities. Although largely unseen, 
these “logical” access points are just as vulnerable as physical barriers to attack or  
other malignant activity that could compromise, interrupt or destroy energy  
production or distribution. 

For now, the potential impact of a power outage due to a cyber attack can perhaps best 
be measured by power system failures attributable to other causes. For example, an 
August 2003 power outage caused by a high voltage power line in Ohio that came in 
contact with tree branches left as many as 50 million Americans in the dark for as long 
as two days and cost an estimated $6 billion1.  Some industry experts have estimated 
that Internet-based terrorists launching a cyber attack on the power grid infrastructure 
could be capable of causing blackouts lasting as long as nine to 18 months, with an 
incalculable financial toll2. 

Therefore, the protection of the modern power infrastructure requires protective 
equipment and security mechanisms that can provide continuous protection through 
constant learning and adaptation. This UL white paper discusses some of the key 
vulnerabilities of the logical and physical access points in the power grid infrastructure, 
as well as the technologies and mechanisms currently available to reduce cyber security 
risks. Specific risk-reduction measures discussed include biometrics, intrusion detection, 
video management systems and analytics, network penetration testing, security audits 
and assessments and intrusion prevention and detection measures. 
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Known Design Vulnerabilities 
in Commercial Products
Commercial off-the-shelf products 
typically use common technologies  
that have both known and unknown 
design security vulnerabilities. Although 
the introduction of such vulnerabilities 
through the design process is mostly 
unintentional, manufacturers must 
have procedures in place to test for 
and identify such vulnerabilities, and 
to address them as soon as possible 
after their discovery. Procedures could 

include the implementation of software 
patches that address such vulnerabilities. 
However, patches should be evaluated  
to determine that they do not create  
new vulnerabilities or undo previously  
applied fixes. 

Addressing known design vulnerabilities 
in control system equipment requires a 
different approach than addressing issues 
found in other types of equipment, such 
as information technology (IT) equipment 
operating in an IT environment. Any 
remedy designed to address control 

system vulnerabilities must account for 
the unique uptime requirements of such 
equipment. Individual consideration 
should also be given to standard IT 
systems that are used to manage 
control system software or back office 
operations. These systems, which 
typically fall under an organization’s 
IT security policies, also need to 
be considered as part of any patch 
management strategy.

Manufacturers of control system 
equipment should also have a mechanism 

Security Concerns Regarding Smart Grid Technology
A recent survey of network managers at 21 energy companies conducted on behalf of Bloomberg Government found that companies 
spend an average of $45.8 million a year on computer security, but are able to prevent only 69% of known cyber attacks against their 
power systems. The survey also estimates that it would take an average annual cyber security budget of $344.6 million to stop 95% 
of cyber threats3. Given the enormous expenditures involved, and the odds of success, what are the critical smart grid cyber security 
concerns that warrant the greatest attention?  

These vulnerabilities are typically traced to one of the following six areas:

1 Design vulnerabilities in commercial off-the-shelf products: Smart grid products currently being delivered for use in today’s power 
grid infrastructure are not being designed with security as a specific function.

2 Implementation vulnerabilities in use of technology products: As a result of their implementation, technology products can create 
security vulnerabilities in an otherwise secure infrastructure.

3
Secure communications: Smart grid products often operate via media, including wired, wireless or Internet-based communications 
technologies, that are susceptible to tampering or eavesdropping, and do not provide for secure communications from one device or system          
to another. 

4 External infrastructure attacks: Any system that is exposed to elements outside of the infrastructure is vulnerable to external threats. 
External threats include physical intrusions by unauthorized parties. 

5 Internal infrastructure attacks: Attacks can also occur on systems that are internal to an infrastructure that has been deemed safe                  
or protected.

6 Availability and integrity: By its very nature, a reliable power grid is always available, making it more susceptible to security threats             
over time.

Figure 1:  Smart grid security concerns
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in place to identify known vulnerabilities 
in equipment that has already been 
deployed, as well as a plan to address 
vulnerable equipment on the market. In 
the U.S., the Industrial Control Systems 
Joint Working Group (ICSJWG) under the 
Department of Homeland Security (DHS) 
addresses these and other issues under 
the scope of its work.

Finally, power utilities and system 
operators must remain vigilant for 
any information from equipment 
manufacturers and other sources about 
potential design vulnerabilities, and have 
plans in place for dealing with potential 
events related to those vulnerabilities. 
Often, so-called “zero-day” exploits 
attempt to take advantage of a 
vulnerability within a technology before 
the manufacturer has an opportunity to 
address it. Anticipating the possibility of 
such events, and developing contingency 
plans to minimize their impact, can 
reduce overall risk.

Unknown Vulnerabilities
The effort to address known 
vulnerabilities is an important first  
step in strengthening the security of  
the power grid infrastructure. But how 
does a manufacturer evaluate products 
for unknown vulnerabilities?

One of the most common software 
vulnerability tests is called “fuzz”  
testing or “exception” testing, which 
involves observing the behavior of a 
device that has received malformed 
and invalid data. Product defects or 
vulnerabilities uncovered through this 
type of testing, such as memory leaks  
and buffer overflows, can render a 
product susceptible to intrusion, and  

are often a first line of attack.  
Although fuzz testing takes time, it 
provides an important measure of the 
overall robustness of a device or system.

In addition, the execution of common 
vulnerability tests that are public 
knowledge can also identify unknown 
vulnerabilities. For example, a “denial 
of service” attack is common, and any 
new product should be tested for its 
vulnerability to such an attack before 
being deployed. 

Another approach that can be used to 
identify unknown vulnerabilities with 
a product is to examine similar devices 
or equipment and to assess the known 
vulnerabilities with those products. For 
example, a manufacturer of a wireless 
base station used for communications 
can evaluate wireless base stations 
produced by other manufacturers using 
the same technology, and assess the 
known vulnerabilities already found in 
those products. The investigation of 
known vulnerabilities in similar products, 
or products using similar technologies, 
can often provide clues about potential 
unknown vulnerabilities in new products.     

Although these and other vulnerabilities 
tests and assessments are important, 
addressing security concerns as an 
essential part of the product design 
process should be the priority. Indeed, 
evaluating and addressing potential 
vulnerabilities during the product 
design phase can be the most efficient 
and cost-effective method for dealing 
with security issues in the long term. 
IEC 62443, Industrial communication 
networks – Network and system security, 
is a set of standards dealing with security 

in the system control environment.  
IEC 62443-2-4 includes a security review 
of the manufacturer’s development 
environment that can help address 
security issues at the design stage.

Implementation Vulnerabilities
Most products and software available 
today offer features that can create 
security flaws when either enabled or 
disabled. The deployment of multiple 
devices, computers and software, each 
with numerous configurations options, 
can create a fertile environment for  
major security vulnerabilities. 

There are a number of ways to 
mitigate security risks associated 
with implementation. For example, 
standard password rules should always 
be employed, and default or factory 
passwords should always be changed.  
Any software that is not essential 
to perform the required function 
should be disabled or removed from 
a system altogether. These and 
other simple measures can address 
security vulnerabilities related to the 
implementation of products.

In addition to these measures, power 
system operators can also conduct 
independent security assessments. 
These assessments can include network 
penetration testing, penetration testing 
of specific vendor equipment, and a 
review of audit logs and security policies. 
Whether conducted by internal resources 
or by qualified, third-party experts, 
such security assessments can identify 
deficiencies in the implementation of 
products and software and provide the 
information required to strengthen 
system defenses.
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Secure Communications
Communications with the power grid 
infrastructure by means of public, 
non-dedicated media, including 
wired, wireless and Internet-based 
communications, are susceptible to 
eavesdropping and tampering. Therefore, 
the encryption of communications is 
essential to ensure overall security, and 
is one of the most important tools being 
deployed today. Although encryption 
of low-bandwidth communications 
can present a challenge for older, 
existing systems, the higher bandwidth 
communications available with smart  
grid technologies makes encryption a 
viable option for many system operators.  

The large number of potential 
communications connection points in a 
distributed network within the power 
grid infrastructure creates unique 
encryption challenges. Accordingly, public 
key infrastructure (PKI) cryptography is 
being deployed to address those security 
concerns. PKI provides the ability to 
secure communications channels and also 
offers safeguards against compromised 
systems if the keys used within PKI 
are lost or discovered by unauthorized 
parties. With PKI cryptography, power 
system operators can network large 
numbers of individual points in their 
transmission and distribution systems 
and manage those points individually.

In developing new products for power 
production and distribution systems, 
manufacturers should use public 
cryptography standards that have been 
independently validated. Products 
should also be tested and validated to 
determine whether the cryptography 

technologies meet the requirements of 
the applicable standard and have been 
correctly implemented. A cryptography 
algorithm is only as secure as its design 
and implementation and any deviation 
from the requirements can significantly 
reduce its security and effectiveness. 

Manufacturers can address this concern 
by validating the implementation of their 
cryptography algorithms. Both the U.S. 
and Japan have government programs 
for evaluating cryptography algorithms. 
The U.S. National Institute of Standards 
and Technology (NIST) and Japan’s 
Information Technology Promotion 
Agency (IPA) test and certify products to 
published and established cryptography 
standards. An evaluation and certification 
by an independent third-party such 
as UL can help to address potential 
security issues in an implementation by a 
manufacturer, and provide power system 
operators with assurances regarding the 
security of the products they purchase.

External Infrastructure Attacks
Exposed, non-secure equipment presents 
the greatest opportunity for malicious 
activity and an entry into a power grid’s 
transmission and distribution network. 
Unprotected equipment provides a 
potential attacker with easy access and 
the ability to conduct almost any type 
of intrusion. Therefore, physically and 
logically securing access to equipment  
is paramount.

Restricting physical access to facilities 
is commonplace in most power system 
operations. But outside equipment 
and remote substation areas typically 
involve some physical access control. 
Equipment can be enclosed in rugged, 
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tamper-resitant containers which sound 
an alarm when tampered with. Key 
access for fences and doors leading to 
substations is a given. Radio frequency 
identification (RFID) tags can also be used 
for personnel requiring scheduled access. 

Video surveillance techniques have 
become more widely used during the  
past ten years as costs have been reduced, 
and can track movement in the vicinity 
of the equipment, detecting a potential 
physical attack. In addition to video 
techniques, automated perimeter sensor 
detection with reporting capabilities can 
be used to identify sanctioned versus 
unsanctioned visits, and can provide 
forensic evidence. Strong logical access  
to equipment is also important. 
Passwords useable by service personnel 
for limited periods of time can help to 
control logical access. 

Standard IT systems schemes, such 
as firewalls and intrusion detection 
and prevention systems, can add to 
infrastructure security from outside 
attacks. Advances in these areas have 
increased the ability to identify and 
repel industrial control system attacks. 
Further, these systems can also be used to 
support a controlled patch management 
system of control system software and 
intelligent equipment devices firmware. 
Protecting network access to these 

devices and software can alleviate the 
need to immediately patch and remediate 
vulnerabilities that can affect the uptime 
of the system. Manufacturers of these 
types of security systems are continually 
adding new capabilities to defend against 
industrial control equipment attacks. 

Internal Infrastructure Attacks
The security provided by strong defenses 
against external attacks often leads to a 
sense of complacency regarding security 
risks from the inside. Nevertheless, 
internal vulnerabilities warrant special 
attention precisely because they are 
frequently created by seemingly innocent 
actions, such as opening an email with 
malicious software. Internally generated 
attacks like these can easily compromise 
the most sophisticated security deployed 
against external threats.  

System protection mechanisms that 
restrict what employees can or cannot  
do are vitally important in protecting 
against internal attacks. For example, 
the practice of “whitelisting” a computer 
allows employees to use only certain 
functions while disabling others, thereby 
preventing intentional or inadvertent 
malicious activity. There are also advance 
data loss prevention techniques that track 
all data moving across a system, from 
source to destination, both internally  
and externally. 

The process of vetting employees, visitors 
and contractors for access to sensitive 
areas should also be reviewed, along with 
systems for providing authorized access. 
Access technology based on biometrics 
is becoming less and less expensive, and 
eye, facial and finger recognition can  
now be accomplished with simple 
cameras and fingerprint capture devices 
combined with commercially available 
software. When such systems are 
connected to a well-planned access 
control and incident management 
system, a facility can use analytic 
software to uncover access anomalies  
and identify possible security breaches.

Availability and Integrity
A power production or distribution facility 
needs to provide continuous power as 
reliably as possible. As such, security 
issues that have the potential to interfere 
with that objective must be evaluated 
as a potential risk facing manufacturers 
and operators. To mitigate that risk, 
secure and resilient products and services 
must be available. Security policies 
and procedures must be standardized, 
implemented, reviewed and audited. 
And security risks must be continuously 
reassessed so that the level of protection 
remains consistent with the threat.
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Conclusion
The security concerns discussed here represent the key risks of unwanted intrusions and 
attacks that can affect the reliability of the power grid infrastructure, and are of special 
importance to operators of power transmission and distribution systems incorporating 
smart grid technologies. There are a number of actions that manufacturers and 
operators can take to mitigate these concerns, including the implementation of 
tested and secure technologies, adopting policies and procedures to address potential 
security concerns, and regular auditing of actual risk to ensure that security measures 
are adequate. By taking these steps, manufacturers and operators can better achieve 
the goal of providing reliable, uninterrupted power to their customers, and support 
continued economic growth and development.  

For further information about this white paper, contact Ken Modeste, principal 
engineer, security and global communications, at Ken.Modeste@ul.com. 
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