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The number of smart devices in the home has grown substantially in the 
last few years. No longer limited to the typical high-tech products, “smart” 
features and capabilities now appear in lighting, thermostats, electrical 
receptacles, cameras, door knobs and many appliances. Energy management 
was an early driver for this technology, and it remains one today, as demand 
response capability can result in energy savings and reduced user operating 
cost. However, remote operation and monitoring, the ability to customize 
settings and enable interoperability with other connected devices, and user 
convenience are among the more important drivers today. In the US market, 
smart appliances are still a novelty, and many consumers question whether 
they really need to spend extra money on, for example, a Wi-Fi connected 
slow cooker or light bulb. But that attitude seems certain to change when 
appliances and products like light bulbs drop in cost and their incorporated 
technology truly makes them more convenient and easier to use.

For a number of years, manufacturers have been claiming their appliances 
are smart, though what smart has meant varied according to the 
manufacturer and product. That variation is fine for commercial purposes, 
but what about for safety standards? Is an appliance that simply turns on 
and off via one’s smart phone instead of an infrared remote or plug-in timer 
really smart? For what products should the safety standard seek to address 
additional functional safety and security concerns of smart technology?

At UL, we are beginning to follow the lead of the US Energy Star program, 
which uses the term connected appliances to describe the technology 
in these appliances. To qualify for Energy Star recognition, a refrigerator/
freezer must be able to communicate externally with some form of energy 
management device or application. It is the wired and wireless connections 
that enable the features and capabilities that set these appliances apart 
from all that came before them, whether or not they are considered smart. 

A L S O  I N  T H I S  I S S U E

F E A T U R E D  A R T I C L E
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Did you know that UL has been in the 
combustion testing and certification 
business for more than 80 years, performing 
certifications, serving as technical experts 
on codes and standards, and creating new 
requirements for new technologies? We have 
created two new centers of excellence—one 
in Newton, Iowa in the US and in Toronto, 
Ontario in Canada. So, when you think of UL, 
don’t just think of us as experts in electrical 
products; remember that we are relevant 
in the combustion space for the newest 
energy efficiency requirements as well as 
safety in North America and beyond.

Wishing you a safe and 
happy holiday season!

Kind Regards,

Brian Ferriol 
Director, Global Appliances and HVAC/R

Education and TrainingA Letter From Brian

At UL, our goal is to help you develop safe, useful products that meet and exceed 
your customers’ needs. You’ll find a variety of training courses taught by qualified 
instructors. Find a full list of scheduled public workshops and online courses for 
2016 here.

Newton, Iowa lab designed to provide broad range of appliance 
testing services

NORTHBROOK, Ill., November 24, 2015 – UL (Underwriters Laboratories), a global 
safety science organization, today announced the official opening of the newest 
UL combustion performance testing facility for appliances and equipment in 
Newton, IA. This laboratory complements UL’s existing service portfolio with a 
custom-designed energy efficiency and performance testing facility.

“This new facility, designed with the manufacturer needs in mind, demonstrates 
UL’s commitment to supporting innovation in all sectors of the combustion 
appliance market”, explained Travis Hardin, business development manager 
& principal engineer, UL. “In complementing our existing safety testing and 
certification capabilities, we’re able to offer manufacturers a complete solution 
for their testing needs.”

UL offers a broad range of product engineering solutions to support the industry. 
Services offered at the Newton, IA facility include:

• Energy Efficiency

• Engineering Advisory

• Performance Engineering

• Reliability Engineering

• Prototyping

This is the first of two new combustion testing facilities in the North American 
market (a second laboratory) has also been opened in Toronto, Canada). To learn 
more about the new Newton, IA laboratory’s capabilities, or to request a tour, 
please contact UL.ProductEngineering@ul.com or visit UL.com/weknowproducts. 

P R E S S  R E L E A S E

Inside UL’s New Combustion Performance  
Testing Facility

mailto:Appliance.Advisor%40ul.com?subject=Newsletter%20Inquiry
http://lms.ulknowledgeservices.com/Catalog/Browse.Catalog.aspx?Tab=1000000&Index=Appliances
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(Feature Article continued) 

Appliances and Cybersecurity

Today, many of UL’s appliance standards 
and related documents still use 
smart or smart-enabled appliance 
terminology, but this will change in 
time as we migrate  
to connected appliances.

So, how do the safety standards 
address connected appliances? The 
standards have historically addressed 
functions inherent in an appliance 
(e.g., manufacturer’s built-in settings 
adjustable by action of consumer). 
Those functions could not be changed 
during the life of the appliance in the 
consumer’s home. Requirements being 
adopted in the safety standards to 
address connected appliances  
additionally consider that there is:

• Network connection (e.g., home 
energy management system) 
that introduces action by external 
devices or other parties (e.g., utility)

• Remote operation by the consumer 
that no longer requires proximity to 
the appliance

The new remote controls (e.g., smart 
phones) are not made specifically for 
controlling appliances, and consumers 
are currently inexperienced in remote 
operation of many appliances that 
will soon have that capability. So 
we believe there is the potential for 
negative consequences due to new user 
behaviors that 
are enabled by the technology.

External devices communicating with 
an appliance have potential to:

• Adversely affect appliance function 
(e.g., cause a washer drum to  
unexpectedly start rotating)

• Interfere with appliance safety 
protection features (e.g., disable  
over-temperature control) 

To date, UL is in the process of 
publishing connected appliance safety 
standards requirements in a number 
of electric appliance standards. The 
first step in this process is to prepare 
a UL certification requirement 
decision (CRD) document when a new 
connected appliance application is 
identified. This enables UL to proceed 
with product certification ahead of the 
standard being revised. The certification 
requirements are then submitted to 
the UL standards technical panels 
(STPs) so that the requirements can 
be considered for inclusion in the 
safety standards. When the standards 
are ultimately revised to include the 
requirements, the CRDs are withdrawn.

Let’s look at some examples. Let’s look 
at how the requirements apply to a 
refrigerator/freezer: The requirements 
anticipate that demand response 
will mean some functionality in the 
refrigerator could be time-shifted 
or delayed. The functional safety of 
the appliance is not considered to be 
adversely affected if the defrost or ice 
making operations are delayed, and the 
requirements reflect that.

The requirements also address the 
broader concerns associated with 
network or remote operation. A 
basic safety requirement is that such 

operation cannot affect the protective 
controls or their functionality. An 
unexpected operating mode or 
performance cannot be introduced. 
The operating temperature of the 
refrigerator set by the user cannot 
be overridden remotely. It would be 
inappropriate for a utility to be able 
to raise the refrigerated compartment 
temperature not knowing what is 
in that compartment – temperature 
sensitive medicine, for example. 

Because the functional safety concerns 
with different appliances are not the 
same, requirements can also differ 
in the standards. An electric range 
has mostly the same basic safety 
requirements as the refrigerator/
freezer, but the high heat and risk of 
fire when operated unattended makes 
additional requirements necessary. 
So the requirements prohibit remote 
operation of the cooktop and broiler. For 
other warming/cooking functions that 
are permitted for remote operation, the 
oven door is used to manage whether 
the appliance remains in the original 
state that the consumer intended when 
enabling the remote operation. If the 
door is opened after remote operation 
is enabled, that operation is cancelled 
to guard against unintended operation.

The connected appliance requirements 
are not limited to major appliances. 
Kitchen counter appliances, such as a 
slow cooker, are also being connected, 
and requirements are being developed 
for them as well. 

continued on page 5 >
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Click here for Standards information 

Register for “What’s New” to receive e-mails twice a 
month indicating the new published UL Standards, 
Outlines, and Proposals. 

UL 325 – Door, Drapery, Gate, Louver and Window Operators 

• Four proposals, mainly addressing markings and instructions, 
were moved to ballot August 28, 2015, with votes due 
September 28, 2015.

UL 507 – Electric Fans
• A series of 12 proposal topics were posted for ballot December 

5, 2014, with ballots and comments due January 19, 2015. All of 
the proposals reached consensus, but several comments were 
received. A recirculation of any revisions to the proposals based 
on the ballot comments will occur in Q4 2015.

STP 745 – Electric Tools
• With the IEC transition to the new IEC 62841 series of standards 

for hand-held and transportable tools and lawn and garden 
machinery, efforts are continuing to adopt and publish the 
associated UL 62841 Parts when appropriate, as the IEC editions 
are published.

UL 749 – Household Dishwashers 
(Bi-National Standard with Canada)

• The technical harmonization committee (THC) met several 
times during 2014 to review and discuss a series of new 
proposals for the bi-national standard (US/Canada). The THC 
completed their work, and the STP preliminary review was 
initiated January 28, 2015, closing for comments March 13, 
2015. The THC has completed its review in August of the 
preliminary comments, and the STP ballot will be next (target 
Q4 2015).

UL 858 – Electric Ranges
• UL 858 has been very active in 2015, with several proposals 

moving to STP ballot during Q3. These proposal topics include 
polymeric materials specifications, a new nichrome wire test, 
temperature limits for child-accessible surfaces, and new 
requirements for radiant, open-wire/ribbon heating elements 
guarded by mesh barriers. Once the ballots close, comments 
will be reviewed, and any revised proposals will be posted as 
necessary for a final recirculation.

UL 923 – Microwave Cooking Appliances
• A task group has developed a set of proposals covering 

polymeric materials and other related items. The proposals 
reached consensus with comments. The task group has 
reviewed all comments and revised the proposals as appropriate 
for final recirculation. That step was initiated September 25, 
2015, with a closing date of October 26, 2015.

UL 982 – Household Food Preparing Machines
• Three new proposal topics, including use of on/off symbol 

markings, addition of a blender blade endurance test, and a 
fill line for food processors with a feed opening but without 
a discharge opening. The preliminary review for those topics 
closed August 14, 2015. Preliminary comments are being 
reviewed, and the STP ballot will be next (target October 2015).

UL 1017 – Vacuum Cleaners, Blower Cleaners, and Household  
Floor Finishing Machines (Bi-National Standard with Canada)

• The 9th edition of UL 1017 was published April 13, 2015. A new 
revision cycle is in the early stages of development.

UL 1026 – Electric Household Cooking and Food Serving Appliances
• Three proposals related to slow cooker supply cords, separate 

action for stay-on function for toaster ovens, and redundant 
control based on food load ignition testing were circulated 
to the STP for preliminary review April 22, 2015, closing May 
6, 2015. Comments were received, reviewed by the proposal 
authors, and updated as appropriate. The proposals moved to 
STP ballot August 21, 2015, with a closing date of October 5, 
2015.

By Joe Musso / Standards Program Manager

Standards Corner

continued on next page >
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UL 1082 – Electric Coffee Makers and Brewing-Type Appliances
• A proposal for the carafe handle security test was posted for 

STP preliminary review May 29, 2015, closing June 26, 2015. 
Preliminary comments are being reviewed, with STP ballot being 
the next step (target October 2015).

UL 1278 – Movable and Wall- or Ceiling-Hung  
Electric Room Heaters

• A proposal to add a new supplement for smart-enabled room 
heaters went to the STP for preliminary review Q2 2014. The 
comments are being considered by a task group formed for 
this purpose to further develop the proposal prior to moving to 
ballot. Based on the work still necessary, the ballot timeframe 
has not been determined.

• Several additional proposals were posted for preliminary STP 
review, closing July 20, 2015. These include requirements for 
polymeric enclosures, use of S-type supply cords, soldering of 
internal connections, and wire size AWG for internal wiring 
based on current. Preliminary comments are being reviewed, 
with STP ballot being the next step (target October 2015).

UL 2157 – Electric Clothes Washing Machines and Extractors 
(Bi-National Standard with Canada)

• The proposed 3rd edition of UL 2157 was posted for ballot 
February 13, 2015, with a closing date of April 14, 2015. The 
proposed new edition reached STP consensus, but comments 
were received. The THC reviewed the comments and revised the 
document, and final recirculation to the STP closed September 
7, 2015. Publication is next (target Q4 2015).

UL 2158 – Electric Clothes Dryers 
(Bi-National Standard with Canada)

• The proposed 4th edition of UL 2158 was circulated for 
preliminary review March 20, 2015, closing April 3. The THC has 
reviewed the comments, and revised the document, which is 
currently in the STP ballot phase, closing October 27, 2015.

UL 60335-2-24 – Household Refrigerators, Ice-Cream Appliances, 
and Ice-Makers (Tri-National Standard with Canada and Mexico)

• The CANENA technical harmonization committee (THC) 
membership has initiated review of the draft update to UL 
60335-2-24 in accordance with the latest IEC version of the 
standard. It is anticipated that the proposals will be available for 
the North American consensus bodies to initiate their respective 
standards development processes in Q4 of 2015.

By Joe Musso / Standards Program Manager

Standards Corner

UL is being asked whether the requirements permit 
remote access to and permit modification of firmware. 
Reprogramming a protective function is not currently 
permitted. However, manufacturers have indicated that 
with sufficient access control and taking additional 
precautions, enabling remote access to appliance 
“firmware” has value. For instance, remote servicing 
and maintenance is being contemplated. The need 
for software updates and patches is inevitable in the 
connected environment.

UL and IEC are in process of developing requirements for 
remote access to appliance firmware.

• Draft UL certification requirements have been 
developed in advance of their appearance in the 
published UL 60730-1 standard.

• IEC TC61 MT23 is developing requirements for inclusion 
in IEC 60335-1 series standards.

• IEC TC72 is developing requirements for inclusion in  
IEC 60730-1.

Unfortunately, connected appliances that meet customer 
needs come with all of the risks of being connected in 
cyber space. The global media is awash with reports of 
computer hacking attempts, the serious consequences of 
the successful ones, and the vulnerability we all face in an 
increasingly connected world. Both the public and private 
sectors are concerned about this threat and are looking for 
ways to reduce vulnerability. 

The appliance industry is hardly immune to cybersecurity 
threats, and they can be increasingly vulnerable as 
appliance technology embraces the opportunities 
presented by interconnection, especially those offered by 
the “Internet of Things.” As the quote from The Hacker 
News suggests, appliances can represent a vulnerability 
to other connected networks even if the consequence of a 
hack on the appliance itself may not be significant.

(Feature Article continued) 

Appliances and Cybersecurity

continued on page 8 >
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The HBSE Process – Reducing the  
Risk of Harm from Products
By Darrin Conlon / PDE Manager 

Hazard-based safety engineering (HBSE) principles have been 
used to better understand product safety and to help guide 
the design and evaluation of appropriate safeguards through 
analysis of sources, causes and mechanisms of harm.

The HBSE concepts initially conceived by engineers at HP/
Agilent targeted typical types of hazards and forms of 
injury involving electronics products, such as information 
technology and office equipment. The HBSE concepts and 
tools have been further developed and applied with the 
support of research engineers at Underwriters Laboratories. 
UL uses HBSE and applied safety science and engineering 
techniques in many facets of its work, such as research, 
development and interpretation of standards and risk 
assessment with hazard and failure analysis of new and 
emerging products, applications and technologies.

The ultimate objective of a safety program is to reduce the 
risk of harm from products, processes, services and systems. 
Harm may be in the form of injury or damage to the health 
of people, damage to property or the environment, or 
some combination of each of these. Hazard-based safety 
engineering is a process of meeting this safety objective.

One aspect of this safety objective is to reduce the risk of 
physical injury to people from energy hazards. The HBSE 
process illustrated below involves identifying energy hazards 
and implementing protective measures that address the 
hazards.

The HBSE process considers all energy sources associated 
with a product, whether the energy source is hazardous, 
how a hazardous energy source may cause harm by transfer 
to a person, and how this transfer can be reduced to protect 
against injury. The HBSE process helps us analyze specific 
protective mechanisms (safeguards) having features and 
properties that are needed to protect against specific harm 
mechanisms.  

For the first HBSE process step “Identify Energy Sources,” 
consideration is needed for all energy sources that are 
supplied to, contained within, converted by, used by or 

associated with the product.  

 
For the second step, the question is asked for each identified 
energy source, “Is the Source Hazardous?” To properly answer 
this question, consideration is needed to determine whether 
the source has the potential for causing injury. This step 
needs to be conducted for each type of source, transfer 
means/mechanism, potential for harm and entity subject to 
harm. The operating HBSE premise in this step is, “externally 
caused physical injury generally results from excessive or 
insufficient transfer of energy between the body and its 
environment.”

continued on next page >

YES

YES

NO

NO

Identify energy sources

Evaluate the effectiveness of the  
protective measures

Are the measures 
effective?

Done

Implement protective measures that 
 reduce the hazard or the transfer

Identify means by which energy can be  
transferred between the source and the body

Is the source 
hazardous?

Hazard-Based Safety Engineering Process
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Additional questions may first need to be answered in order 
to answer the question, “Is the Source Hazardous?” These 
questions may include:

• Is the source hazardous with respect to the product 
function, application, environment, or uses to users or 
others involved with, exposed to, having access to, or 
otherwise affected by the product?

• Is this an unacceptable risk of harm? How is an acceptable 
level of risk determined?

• What factors may this depend on (use, users, 
environment, values, etc.)?

• What conditions make the source hazardous or its 
transfer harmful? 

• Can this occur in normal operation and intended, normal 
use? Or does it require an abnormal or unintended 
condition or use?

• Must other unwanted or fault conditions have occurred 
in the past or exist in the present? Do they involve 
hardware, software and external influences (environment, 
human interaction and error, etc.)? Are these conditions 
reasonably foreseeable? 

• Have the safeguards, and their specific properties, relied 
on for this performance been evaluated and controlled?

For the third step, “Identify Means by Which Energy Can 
Be Transferred Between the Source and the Body,” we also 
need to consider the direction and/or restriction of transfer, 
whether to, from, or blocked from the body or other object of 
harm (property, environment, etc.)

For the next step, “Implement Protective Measures That 
Reduce the Hazard of the Transfer,” consideration is also 
needed for preventive safeguards that reduce, control or 
eliminate the hazardous source as well as for mitigating 
safeguards that reduce, control or eliminate the transfer 
(transferred rate, duration and amount). The hierarchy of 
protection should be to first eliminate the hazard (design it 
out), then guard against the hazard (reduce the source and 
then the transfer), then warn about the hazard (relying on 
personal responsibility and other factors for avoidance). 

In some cases, it may also be possible to reduce susceptibility 
to a hazard by increasing the resistance to the source, such 
as through material properties including resistance to 
ignition.

For the next steps, “Evaluate the Effectiveness of the Protective 
Measures” and “Are the Measures Effective?”, much additional 
consideration is needed to properly understand and apply 
this “effectiveness” measure, which involves safeguard 
attributes. Which specific properties of safeguards are relied 
upon for each protective function? Under what conditions 
must they function effectively? What conditions may tend to 
degrade this performance or render it ineffective? How well 
do these attributes hold up under each of these conditions, 
including combinations and sequences? Just as in evaluating 
risk, when the severity of consequences is high (i.e., 
safeguard failure), the likelihood must be demonstrated or 
known to be reliably low. Safeguard attributes are properties 
of protective features and mechanisms, which need to be 
specifically identified, evaluated and validation-tested under 
all reasonably anticipated conditions and controlled in design 
and manufacturing.

Requirements and safety standards based on the principles 
embodied by the HBSE process can offer clear safety 
objectives and various means to meet them. A hazard-based 
approach serves to reduce the risk of injury by addressing 
each hazard. This approach would determine which 
undesirable effects are to be avoided, the susceptibility to 
these effects, their conditions and causes, and appropriate 
protection against them. Hazard-based requirements would 
identify the objectives of protecting against each specific 
undesirable effect and directly relate them to appropriate 
protection requirements and limits.

(continued from previous page) 

The HBSE Process

continued on page 8 >
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HBSE provides a process and methodology for:

• Complementing existing standards in evaluating the 
safety of products

• Assisting in the development of safety requirements for 
products or product features not presently within the 
scope of existing standards

• Assisting in the evaluation of products not within the 
scope of existing standards 

• Evaluating product features (materials, constructions), 
functions, technologies or applications not anticipated 
or covered by existing standards. In these situations, the 
HBSE process can be applied to: 

 − Help identify hazards not anticipated or covered 
by existing standards and the need for additional 
requirements to meet the safety objective (intent) of 
the standards

 − Help identify alternative protective measures not 
anticipated by the standard but which can achieve an 
equivalent level of safety to the protective measures 
specified in the standard, thereby meeting the safety 
objective (intent) of the standard

The HBSE process can also cover the evaluation phase of a 
comprehensive safety management process, which would 
also include phases to control, monitor, and review those 
attributes that impact continued safety performance 
throughout the life of the product.

The application of the HBSE process is based on examining 
the energy sources and transfer mechanisms in order to 
consider appropriate protective measures. This analysis 
includes the conditions and circumstances that must be 
present, first for harm to occur, and then for protection 
against harm. It’s a basic but robust approach in which 
simple tools can be applied, with appropriate subject matter 
expertise, to simple or complex scenarios in a consistent, 
repeatable manner, which would be an asset to any 
organization. 

(continued from previous page) 

The HBSE Process

What should the marketplace expect from appliances for protection against cybersecurity threats?

A cybersecurity threat is, simply, any circumstance or event with the potential to breach the 
security of a product. In addition to a breach serving as a potential gateway into connected 
networks, vulnerability to a breach also can cause loss of essential function (e.g., intended position 
of garage door, disabled operation of heating system) or financial loss (e.g., underreporting energy 
usage, overusing energy resources), among others. While there is a general cybersecurity threat 
common to all “connected” appliances, different types of appliances can be considered to pose 
their own particular safety-related security risk. For example, a continued operation central heating 
furnace is more typically critical than that of a portable fan heater. 

The consumer marketplace expectations are evolving, enabling some consumer technology 
to be introduced that does not follow best practices as a minimum expectation for protection 
against vulnerabilities. However, there are those who will quickly find that out and publicize the 
vulnerabilities, often with unfavorable publicity. 

(Feature Article continued) 

Appliances and Cybersecurity

continued on page 9 >
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(Feature Article continued) 

Appliances and Cybersecurity

So even inexpensive consumer 
personal-area-network technology 
will increasingly need to meet 
minimum expectations. Physical 
security and heating and cooling 
system cybersecurity expectations 
will certainly be articulated by 
the integrators of complementary 
building and other systems as well as 
those responsible for operating and 
maintaining them. These expectations 
will grow over time, and the industry 
will need to acquire the necessary 
technical skill sets to keep up.

Overall, security threats take many 
forms, and they therefore must be 
addressed at the hardware, software 
and network procedural levels (such 
as risk management, fraud detection, 
policies, key diversification, etc.) 
Some appliances in the most critical 
applications may need offer a defense-
in-depth protection but, at minimum, 
general cybersecurity best practices 
should be followed. 

In order for suppliers in the 
marketplace to fulfill the expectations 
on cybersecurity best practices, a 
common framework is needed. The 
Framework for Improving Critical 
Infrastructure Cybersecurity, published 
by the US National Institute of 
Standards and Technology (NIST), 
is likely to be generally required for 
government applications in the US. 
There are other frameworks, such as 
the Common Criteria adopted by 26 
nations (including the US) and the 
ISO 27001 Cybersecurity Framework 
employed for information security. 
Because these are so generally written, 

it is still necessary understand and 
address the security-related safety risk, 
applying standards and guidance more 
narrowly written for the application. 
The outcome can be completely 
market-driven without standardization, 
or expectations can be categorized 
(standardized) with industry designing 
for compliance according to a specified 
threat category in which there are 
minimum expected counter-measures. 

IEC publishes a Guide 116 (Safety 
Related Risk Assessment and Risk 
Reduction...) used by IEC standards 
development technical committees. 
It is currently proposed to include 
safety-related security among the 
safety criteria to be addressed in IEC 
safety standards. The intent is when 
an IEC committee identifies safety-
related security risks in interfaces of 
electrical devices (e.g. USB, LAN, WLAN 
or remote control operation devices) 
and subsequent communication layers 
(e.g. TCP ports), the approach to safety-
related security shall be determined 
for the application and classified in 
one of the following threat categories, 
requiring:

• Protection against casual or 
coincidental violation

• Protection against intentional 
violation using simple means with 
low resources, generic skills and low 
motivation

• Protection against intentional 
violation using sophisticated means 
with moderate resources, specific 
skills related to the considered 
equipment and moderate 
motivation 

• Protection against intentional 
violation using sophisticated means 
with extended resources, specific 
skills related to the considered 
equipment and high motivation 

Following this guidance, over time, 
appliance standards are most likely to 
specify measures for protection against 
a given type of threat by configuration 
during the design and installation 
phase. It can be reasonably assumed 
that this represents a probable future 
revision to the standards addressing 
remote updating of “firmware.”

We can expect that one or more of the 
existing frameworks will be adopted/
adapted, as will many of the existing 
standards be applied more broadly, 
outside of the originating industries 
(such as industrial control and medical 
devices). This will require the industries 
that are adapting requirements, such 
as the HVAC appliance industry, to 
communicate closely with those whose 
systems theirs will be integrated with 
in order to understand needs and 
expectations. This will also require all 
appliance industry sectors to develop 
the necessary cybersecurity knowledge 
and skills so their products will not 
be identified as a vulnerability to be 
eliminated. Standards development 
activities will continue.

Validating that any product offers 
appropriate and expected threat 
protection will likely require third-party 
expertise and resources. 

continued on page 12 >
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AHR Expo 
January 25-27, 2016 – Orlando, FL

The AHR Expo brings the entire HVAC industry together 
under one roof to see the latest products and technology, 
learn about innovations and trends, and build relationships.  
Don’t miss this opportunity to connect and get your 
questions answered with UL industry experts at booth 
#2944.

Learn more >

HPB Expo 
March 17-19, 2016 –New Orleans, LA

The Hearth, Patio & Barbecue Expo is North America’s 
largest indoor-outdoor living showcase. Every year, over 
350 leading hearth, patio and barbecue manufacturers and 
suppliers exhibit and demonstrate their latest products. Here 
you’ll find all the latest services, technologies and products 
available. Visit booth #2705 to connect with UL industry 
experts and get your questions answered.

Learn more >

Our staff will also be walking the following shows.  
Contact Erin.Alianello@UL.com to set up a meeting today.

NRF 
January 17-19, 2016 – New York City, NY

Retail’s BIG Show is a four day event that offers unparalleled 
education, collegial networking, and an enormous expo hall 
full of technologies and solutions. This expo is the only place 
where you can see and experience all things Retail.

Learn more >

KBIS 
January 19-21, 2016 – Las Vegas, NV

KBIS is an inspiring, interactive platform that showcases the 
latest industry products, trends and technologies. Leading 
brands showcase design, technology and sustainability in 
kitchen and bath, impacting living spaces around the world. 
KBIS is the voice of the kitchen and bath industry.

Learn more >

Fencetech 
January 12-15, 2016 – Nashville, TN

FENCETECH brings together the fence and access control 
industry’s leading manufacturers, distributors, contractors 
and specifiers under one roof. This show is the largest 
gathering in the fence industry and the only location to 
launch new products.

Learn more >

Tradeshows

Upcoming 2016 Tradeshows
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http://americanfenceassociation.com/fencetech-2016-2/
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On September 17 and 18, 2015, UL held a two-day event: The 
2015 UL Appliances, HVAC and Lighting Industry Summit in 
Suzhou and Shanghai. “Win in China and Lead the World” 
was the theme, and more than 250 guests attended the 
event. The guests are from relevant government, industrial 
associations, and famous enterprises that UL has served, 
like Philips, Haier, Midea and Gree. Since UL attaches great 
importance to the Chinese business strategy, Jeff Smidt, UL 
Global VP and General Manager of UL Appliances, HVAC and 
Lighting Industry, flew in from the US with all the leading 
team members and chief engineers, and they discussed the 
strategies for the development of the Chinese market with 
participating guests. The core issues discussed included 
energy efficiency, R&D, and industrialization in the intelligent 
household appliances field.

UL solutions assist with upgrading of appliance 
industry

With the beginning of the “internet+” concept, information 
technology, such as cloud computing, internet and big data, 
are continuously integrated with modern manufacturing. 
Meanwhile, with the gradual implementation of the Chinese 
“One Belt, One Road” strategy, businesses are paying close 
attention to how Chinese enterprises grasp entrance 
policies and rapidly seize new markets. In the forum, UL 
experts brought together customized technical training 
for Chinese customers on global hot topics, international 
laws, and the latest development from the perspective of 
“intelligentization” of household appliances and lighting 
products with “One Belt, One Road.” Chief engineers in UL 
industries shared global HVAC energy efficiency development 
trends and UL solutions, safety requirements of intelligent 
household appliances, and relevant spare parts as well 
as energy star and influence of DLC policy update on 
manufacturers. The activity site was quite boisterous,  
and it received participating guests’ unanimous praise.

Jeff Smidt expressed in the meeting that UL has continuously 
reinforced the investment in Chinese local facilities and the 
construction of engineering teams since it entered China 35 
years ago. UL is dedicated to offering convenient, rapid and 
outstanding localized services to Chinese manufacturers.  
Meanwhile, UL has spared no effort to consider the safety 
of emerging industry and technology. And manufacturers in 
household appliances and the lighting industry can realize 
a smoother product marketization process, reduce cost 
and time consumption, and create multi-win situations by 
offering one-stop services such as management consultation 
in R&D, product compliances, and laboratory certification 
consultation. 

Customer first innovation exploration

As a globally recognized, independent third-party quality 
assessment and authentication organization, UL always 
puts customers first. While adhering to the development 
philosophy of “growing up together with customers,” 
UL listens to customers’ feedback and meet customers’ 
needs to keep offering excellent service. Jeff Smidt said, 
“Customers are the partners who accompany the growth of 
UL. Their trust and support are the powerful impetus for UL’s 
sustainable development. Guided by customers’ needs, we 
will continuously enhance mutual trust and benefit, promote 
cooperation, help enterprises adapt to variable trade rules 
through consistent brand commitment, deliver products and 
services to the market rapidly, make breakthroughs, subdue 
fierce competition, and win the trust and support of  
our customers.”

Win in China, Lead the World 
2015 UL Appliances, HVAC and Lighting 
Industry Summit was a Success

continued on next page >
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Win in China, Lead the World

(Feature Article continued) 

Appliances and Cybersecurity

Set sail and realize a win-win situation jointly

Meanwhile, UL organized a special small-scale sailing race for customers, which consisted of an icebreaking game on land, 
professional coaches’ sailing knowledge and operative skill training, and an aquatic sailing competition.

“This is the best customer activity I’ve helped organize. UL has established a sound platform for all the customers. Through a 
two-day activity, we have not only learned the most cutting-edge technology in the industry, but we have also had a face-
to-face communication opportunity with competitors in the industry. A customer told us that, “UL has prosperous work 
enthusiasm, a harmonious team atmosphere and sincere standard thinking, so UL is our reliable partner.”

Through the activity, UL learned more about customer needs and collected insightful suggestions. The information makes 
it easier for UL to better help customers face the various challenges of business development, and it helps guarantee 
customers’ continuous competitiveness in the industry.

A recent and interesting development was the observation by the US White House National Cybersecurity Coordinator that 
he is intrigued by a UL-type model of IoT security. UL is actively working on what that might look like in the marketplace.

In the meantime, cybersecurity service providers, including UL, offer a variety of security verification and validation testing 
services to assess the overall security of a component, product or system when used in its intended product security 
context and to determine if a component, product or system satisfies the product security requirements. UL offers these 
services, leveraging our transaction security and industrial and medical device expertise. In addition, UL recently announced 
collaboration with Codenomicon for expanded capacity and capability for testing of industrial automation equipment/
services and medical devices for digital security vulnerabilities.

We are only at the earliest stages of the connected, “Internet of Things” revolution. It’s too soon to tell what its impact on 
appliances will be and how appliances will contribute to the revolution. However, the appliance safety standards are trying 
to anticipate what is needed to afford the same or better level of safety we have enjoyed to date before appliances became 
smart or connected. For this reason, they are considering how functional safety can be affected by the network(s) the 
appliances are connected to. And, because being connected also means being vulnerable in today’s world, the standards will 
need to consider the risks that cybersecurity threats present.
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